
These days everyone is talking about mak-
ing better use of the condition data and 
process data from plant and machinery 
present (but not always evaluable) in eve-
ry business – not least because it appears 
to be very promising in terms of increased 
productivity and cost reduction. From the 
operators’ perspective this provides a 
wide range of possible applications and 
opportunities. For example, a lot of waste 
can be avoided if a faulty batch is detect-
ed and eliminated immediately before or, 
at the latest, during processing. Predictive 
maintenance also gives financial benefits. 
It builds on the automatic monitoring of 
wearing parts, analyses appropriate sig-
nals from the component and schedules a 
maintenance slot at a point in the produc-
tion process where it will do the least 
harm – for instance the next weekend, 
and definitely before it comes to a stop or 
even fails altogether. At the same time this 
means avoiding superfluous “standard 
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maintenance intervals”, which in turn cuts 
operating costs.

This and other use cases have one thing in 
common: they posit the reliable and often 
very rapid provision and evaluation of ma-
chine data. Unlike the data traffic pro-
duced by office applications or the mobile 
applications of employees, these are busi-
ness-critical applications with a serious im- 
pact on company success or even the com- 
pany itself – take, for example, the preven-
tion of malfunctions in a power station.

It is easy to see the benefit to those oper-
ating a pool of machinery or equipment. 
But what are the “sticking points” in imple-
mentation? What key aspects are there to 
consider? 

The following four aspects can be men-
tioned here: connecting the machines to 
a data network; designing the company’s 

in-house network and data centre infra-
structure for these business or company-
critical applications; deciding on Edge or 
Cloud-based data processing; and finally, 
analysing and interpreting the data to give 
the desired process improvement. 

Connecting the machines properly 
First the good news: today the purely tech-
nical connection of machinery and equip-
ment to the IT world has largely been 
solved. For this you need gateways which 
either connect the PLC of the machine or 
individual sensors or measuring instru-
ments, and transmit the data to the com-
pany network. 

Relatively new machines often have stand-
ard interfaces such as OPC-UA for this. Old-
er ones can be incorporated by a rounda-
bout route. Neither is a trivial matter, but 
experts like those at Datwyler IT Infra have 
various ways of solving any problems 

which might arise. In so doing they have 
recourse to gateways of market-leading 
partners. 

Optimising the IT infrastructure 
Once connected up, the machines trans-
mit a large amount of additional condi-
tion and process data to the company 
network. This can pose major challenges 
for the IT infrastructure, depending on the 
available bandwidth and processing rate. 
No interruptions in data transfer should 
occur if the machinery is constantly mon-
itored, the processes analysed, and fast in-
tervention in process control can take place 
if necessary. 

That is why it is worth having a specialist 
like Datwyler audit the existing company 
network and the existing data centre in-
frastructure. As part of such an audit Dat-
wyler prepares a weak point analysis, sug-
gests improvements or a new network 
structure, and finally implements these – 
at the operator’s request. 

For the most part it is advisable to separate 
the IT infrastructure for the machine data 
from the existing office and staff level data. 
This increases data security in the machine 
network and creates the necessary free 
space for redesigning and optimising it to 
suit the application, and for employing the 
most suitable technology – wired, WiFi or 
even 5G. A wired network, whether copper 
or fibre optic cabling, performs very well 
in terms of data transmission, but on the 
other hand is confined to a particular loca-
tion and is relatively inflexible if additional 
sensors or devices are to be incorporated. 
WiFi is relatively prone to disruption, has 
limited coverage, and is adversely affected 
by walls or objects in the transmission/re-
ception area. In addition, the WiFi-typical 
latency times of up to 15 milliseconds are 
unacceptable for many control applica-
tions (see Figure 1).
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How can plant and machinery parameters 
be effectively recorded and evaluated? 
What demands do these tasks place on 
the IT infrastructure? This use case pro-
vides answers. 
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5G wireless technology opens up exciting 
new opportunities with high transmission 
rates, a low latency of under three milli-
seconds, and the best possible flexibility 
without the use of cabling. With the Nokia 
Digital Automation Cloud (NDAC), for ex-
ample, Datwyler can offer customers a 
package which is perfectly matched to 
the requirements of a 5G enterprise net-
work (see Figure 2). Set against this are the 
investment costs for the antennae in the 
company grounds and (moderate) licence 
fees for a frequency band on the compa-
ny site. 

Companies in Germany and a few other 
European countries can already purchase 
such a frequency band for their sites. No 
doubt other countries will follow before 
long. Businesses are showing an extraor-
dinary amount of interest. 

Combining edge and cloud 
In any case, when designing the optimum 
IT infrastructure Datwyler will bear in mind 
the pros and cons of a wired, WiFi or 5G 
connection and will match the solution to 
each individual customer’s application. 
This includes advice on whether data anal-
ysis should take place as near as possible to 
the machine or via Cloud-based software. 

Very economical Cloud-based applica-
tions, often as SaaS, are used for many ap-
plications such as reports, benchmarks, 
alarms, communications or notifications. 
On the other hand, it is not always appro-
priate to send all the machine data to the 
Cloud and only analyse them there. The 
data volume, the traffic this would pro-
duce would be uneconomical. It often 
makes much more sense to process the 
bulk of the data on the spot, near the ma-
chine, “at the edge”, so to speak. That way 
a business avoids network overload, long 
response times, disruptions due to possi-
ble faults in the outside Internet connec-
tion and the high cost of Cloud Comput-
ing. The company also keeps often sen- 
sitive production data close to home. This 
requires an Edge Computing infrastruc-
ture, i.e. a local computing and storage 
capacity which Datwyler will design and 
implement jointly with the customer. 

The skill lies in deciding which applica-
tions best suit a Cloud-based solution and 
which analytical processes are best dealt 
with on an Edge infrastructure. And be-
cause Edge and Cloud are not separate 
worlds but ought to be combined in the 
best possible way, Datwyler brings in ex-
pert partners in Cloud consulting and 

Cloud integration. For users this means a 
one stop “Edge and Cloud solution”. 

Interpreting data correctly 
Finally, back to the use cases for such an 
all-round IT infrastructure solution. The 
fact is that a business extracts and analy-
ses its machine data with a specific inten-
tion. It can happen that the use case itself 
is clear – for example to avoid the repeat-
ed nonconformity of a manufactured pro- 
duct – but not the data which can provide 
information on the cause of the fault. 

When hypotheses fail it is advisable first to 
read out the data from the machines, per-
haps adding environmental data like 
workshop temperature and atmospheric 
humidity and, with the help of experts 
and possibly also AI, to analyse same in or-
der to identify possible patterns and con-
nections. 

Not only does this give a much better un-
derstanding of connections previously un-
known or merely suspected, but it also 
provides new use cases for boosting effi-
ciency and cutting costs – i.e. even greater 
benefit. In cases like these Datwyler also 
has software and service partners on 
board for data analysis. (kal) 

Figure 2 

(Source: Nokia)
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SWITZERLAND

Dätwyler IT Infra AG
Gotthardstrasse 31
6460 Altdorf
T +41 41 875-1268
F +41 41 875-1986
info.itinfra.ch@datwyler.com
ITinfra.datwyler.com

GERMANY

Dätwyler IT Infra GmbH
Auf der Roos 4-12
65795 Hattersheim
T +49 6190 8880-0
F +49 6190 8880-80
info.itinfra.de@datwyler.com
ITinfra.datwyler.com

Dätwyler IT Infra GmbH
Lilienthalstraße 17
85399 Hallbergmoos
T +49 811 998633-0
F +49 811 998633-30
info.itinfra.de@datwyler.com
ITinfra.datwyler.com

AUSTRIA

Dätwyler IT Infra GmbH
Niederlassung Österreich
Liebermannstraße A02 403
2345 Brunn am Gebirge
T +43 1 8101641-0
F +43 1 8101641-35
info.itinfra.at@datwyler.com 
ITinfra.datwyler.com

ITALY

Datwyler IT Infra S.r.l.
Via dei Campi della Rienza, 30
39031 Brunico (BZ)
T +39 031 928277
info.itinfra.it@datwyler.com 
ITinfra.datwyler.com

CZECH REPUBLIC

Datwyler IT Infra s.r.o.
Ústecká 840/33
405 02 Děčín 
T +420 737 778485
info.itinfra.cz@datwyler.com 
ITinfra.datwyler.com 

SINGAPORE

Datwyler IT Infra Pte. Ltd.
30 Toh Guan Road  #01-01A
608840 Singapore 
T +65 68631166 
F +65 68978885
info.itinfra.sg@datwyler.com 
ITinfra.datwyler.com

UNITED ARAB EMIRATES

Datwyler Middle East FZE 
Jabel Ali Free Zone
LB 15, Second Floor, Room #10 
P.O. Box 263480
Dubai
T +971 4 4228129
F +971 4 4228096
info.itinfra.ae@datwyler.com
ITinfra.datwyler.com

Datwyler IT Infra Solutions LLC
Unit 1004 & 1005, 10th Floor, IB Tower
Business Bay
Dubai 
T +971 4 4228129
F +971 4 4228096
info.itinfra.ae@datwyler.com
ITinfra.datwyler.com

CHINA

Datwyler (Suzhou) IT Infra Co., Ltd. 
No. 218, East Beijing Road 
Taicang Economic Development Zone
Jiangsu Province, 215413 
T +86 512 3306-8066
F +86 512 3306-8049
info.itinfra.cn@datwyler.com 
ITinfra.datwyler.cn

Datwyler (Suzhou) IT Infra Co., Ltd.
Shanghai Branch
Room 804, Shenggao International 
Building
No. 137, Xian Xia Road, Changning District
Shanghai, 200051
T +86 21 3253-2885
F +86 21 6813-0298
info.itinfra.cn@datwyler.com 

Datwyler (Suzhou) IT Infra Co., Ltd.
Beijing Branch
Room 16B2, West Wing, Han Wei Plaza
No. 7, Guang Hua Rd, Chaoyang District
Beijing, 100020
T +86 10 5971-4288/77/76  
F +86 10 5971-4277
sales.office.bj.cn@datwyler.com 

Datwyler (Suzhou) IT Infra Co., Ltd.
Guangzhou Branch
A, 7 FL, Gaosheng Building
No. 109, Tiyu Rd. W., Tianhe District 
Guangzhou, 510620
T +86 20 3879-1200
F +86 20 3879-1105
sales.office.gz.cn@datwyler.com




